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9-1
Physical Security 

And Loss Prevention

1.
Background.  Commanding Officers are responsible for implementing and conducting physical security and loss prevention programs in accordance with OPNAVINST 5530.14 series.  Physical security and loss prevention of equipment are major elements of the Commanding Officer's program.  OPNAVINST 5530.14 provides guidance on implementation of physical security measures to safeguard equipment.  Department heads, equipment managers, and others accountable and responsible for equipment are charged with the responsibility of ensuring its physical security and preventing its loss.  The manager for physical security and loss prevention within BUMED is MED‑33.

2.
Methodology


a.
Physical Security Measures. Individuals responsible for equipment should employ appropriate security measures to safeguard the property for which they are responsible.  Physical security measures include:

· Electrical monitoring systems. Key control.

· Roving security checks. Identification badges.

· Combination locks. Safes and secure containers.

· Restricted access. Engraving, embossing, or labeling of pilferable items.


b.
Other Measures that should be employed for the safeguarding of property are:

· Resource utilization controls (ad-herence to preventive maintenance schedules, equipment operation procedures, equipment identification, timely inventory).

· Accountability control (signed receipt documentation, signature logs, inspection checklists, reports of discrepancies).

· Training in physical security and loss control.

9-2
Storage of 

Standby Equipment

1.
General.  MTFs and DTFs maintain standby equipment, also known as contingency medical equipment, for contingency purposes.  Standby equip-ment for local disaster use may be maintained at the option of the command, and contingent upon space availability by:

· The department requiring the capability.

· An equipment pool (CSS, CPD; see Section 8-4, for guidance concerning use of equipment pools).

· Supply or Materials Management Department.

· Other departments designated by the command.

2.
Procedures

a.
Authorization.  Written authority of the Commanding Officer or his specifically appointed representative is required for retention of standby equip-ment above requirements for day‑to‑day operation.  Requirements for standby equipment must be revalidated, and renewed by written authority at least annually.


b.
Inspections.  Standby equip-ment requirements, authorization, condition, and maintenance history should each be subjects of interest for semi-annual walk through inspection teams.  See Section 8-5 for information concerning walk‑through inspections.  The walk‑through inspection team should determine the validity of the written authority to retain standby equipment, and should make specific recommendations to the Commanding Officer concerning the continuing need for authorized standby items.


c.
Accountability.  Standby equip-ment will be accounted for in the same way as equipment in use, as prescribed by Section 8.


d.
Maintenance and Tagging.  Maintenance and tagging of standby equipment is discussed in Section 10, Standby equipment requires regular operator maintenance and scheduled preventive maintenance.
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